Sensor networks are a very specific type of wireless networks where both security and performance issues need to be solved efficiently in order to avoid manipulations of the sensed data and at the same time minimize the battery energy consumption. This paper proposes an efficient way to perform data collection by grouping the sensors in aggregation zones, allowing the aggregators to process the sensed data inside the aggregation zone in order to minimize the amount of transmissions to the sink. Moreover, the paper provides a security mechanism based on hash chains to secure data transmissions in networks with low capability sensors and without the requirements of an instantaneous source authentication.
Introduction
Nowadays, the manufacture of inexpensive wireless sensor nodes powered by batteries opens a broad range of applications [1] (from environment observation to health applications, from home to big commercial applications, etc.). Nevertheless, the means by which those sensor networks collect the information they sense in such a way that it will be efficient and that the sensor nodes will not run out of battery too soon are still not in place. Routing protocols for general purpose wireless networks (like AODV [2] and OLSR [3]) cannot be used efficiently in wireless sensor networks due to the specific characteristics of their control traffic. Moreover, the use of security will be fundamental for some common sensor applications, that typically are implemented with computationally expensive cryptographic primitives.
Therefore, the design of security mechanisms for sensor networks has to take into account that sensors are, typically, nodes with very limited memory and computer power that, additionally, can lack of a node identifier. In this paper, we propose the utilization of hash chains as a way of providing delayed authentication but satisfying the low computation capabilities of the sensors without requiring any type of key pre-settings. In addition, the hash can be used to identify the sensor nodes in the network. Hash chains have being used as an efficient way to obtain authentication in several approaches that tried to secure routing protocols. For example, in [4], [5] and [6] they use them in order to provide delayed key disclosure. While, in [7] , hash chains are used to create onetime signatures that can be verified immediately. The main drawback of all the above approaches is that all of them require clock synchronization. SAODV uses hash chains to authenticate hop counts [8, 9] . In SEAD [10] (by Hu, Johnson and Perrig) hash chains are also used in combination with DSDV-SQ [11] in a very similar way (this time to authenticate both hop counts and sequence numbers). At every given time each node has its own hash chain. The hash chain is divided into segments, elements in a segment are used to secure hop counts in a similar way as it is done in SAODV. The size of the hash chain is determined when it is generated. After using all the elements of the hash chain a new one must be computed. SEAD can be, in theory, used with any suitable authentication and key distribution scheme. But finding such a scheme is not straightforward.
Additionally, in this paper, a new simple tree discovery and routing through the tree algorithm is proposed. A solution to improve the efficiency in data transmission is the use of aggregation techniques (i.e., join several data packets in a single one in order to reduce the unnecessary overhead transmitted). This can result in lower battery consumption and an increment of capacity (in messages transmitted by the network with the same transmission resources). Krishnamachari et al. analyze, in [12] , from a theoretical point of view the benefits and drawbacks of doing data aggregation in wireless sensor networks. Nevertheless, they do not show a way of performing that data aggregation. Kalpakis et al. present, in [13] , an algorithm to solve the data collection problem for wireless sensor networks. Nevertheless, the algorithm they provide is polynomial-time. In SIA [14] , Przydatek et al. consider information aggregation in sensor networks but they assume that there are some nodes that perform aggregation and other nodes that do not, and leave how to decide which nodes are aggregators and which are not out of the scope of their paper.
Finally, we conclude this paper with an evaluation of the new network layer with security and data aggregation in order to asses what are the costs of using security in terms of performance and the benefits of using aggregation or data fusion.
Building a Tree with Aggregation Zones
In a typical sensor network, there is a 'sink' (a node that collects the information that the other nodes sense) and the sensor nodes. Thus, the streams of information have the structure of a tree that has the sink node as its root, and which is probably one of the most efficient structure for data collection and aggregation for sensor networks. The challenges are, however, the construction or discovery of the tree, the grade of security provided and how efficiently the different streams can be merged when converge in the same path.
